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Summary of Changes

Changes for Release v12.8.3

The following changes are included in this release:

+ To disable the PBX from sending a welcome email, set the extension custom
options to { "disable_welcome_email" : true}.

* The "extension_presence" event has been added for when an extension changes
its - presence status.

» The "cdr_id" field has been added to the CDR event.

» Fixed an issue where the CDR was incorrect if the caller or callee registered to the
PBX from multiple devices and launched a call via REST API.

» Fixed an issue where intercom/paging calls would automatically hang up after 60
seconds.

» Fixed an issue where an agent who signed out of the PBX and then signed back in
would have a “Ready” status but could not receive distributed calls.



Changes for Release v12.8.2
The following changes are included in this release:

» Fix the RTP packet issue with the marker bit flag that is incompatible with some
trunks.

» Fix the issue where there is no ringback tone during IVR forward calls.

» Fix the issue if there are many holidays, none of them are affected.

» Fix the issue if the holiday falls on a different year.

Changes for Release v12.8.0

The following changes are included in this release:

» Fix a potential crash bug of the WebRTC call

» Correct the security issue with the web portal server settings.

» Fix the issue might lost the recorded file

» Fix the issue if the call is forwarded from the IVR/Queue/Ring Group and the
recording option is only enabled for the extension, the call will not be recorded.

» Large improvements in performance

Changes for Release v12.7.2

The following changes are included in this release:

» Fix a potential crash bug if the HA is enabled
* Improvements in performance

Changes for Release v12.7.1
The following changes are included in this release:

» Allows any extension obtain the contacts from PBX
* Improvements in performance

Changes for Release v12.7.0
The following changes are included in this release:

* Rewrite the push feature to improve the stability



» Fix up if reinstall the mobile app cause the app keep receiving push notificaitons

» Provide support for provision line key configuration to IP Phone

» Improve IP Phone re-provisioning; the IP Phone does not need to be rebooted to
apply new settings

* Improvements in performance

Changes for Release v12.6.6

The following changes are included in this release:

* OpenSSL was updated to 1.1.1n to avoid CVE-2022-0778

* Resolve an issue where the SIP scanner generates ghost calls (calls that cannot
be established but generate spam CDR)

» Fix an issue that might cause the media server to crash if there were a large
number of calls on the PBX for a lengthy period of time - a few weeks

» Fix a bug that in some scenarios let the holiday appear as an office hour

» By default, the Flow-Timer(RFC5626) header is disabled

* Fix the CANCEL reason header format issue

» Before the delete operation, a message box pops up for the user to confirm

* Improvements in performance

Changes for Release v12.6.5

The following changes are included in this release:

» Support the tel scheme

» Support mobile push notifications for the intercom group

* Replace the host IP in the Via header with the PBX public IP when the PBX sends
a request to the trunk

» Corrected a problem that prevented multiple Timer tokens from being added to the
Supported header

» Fixed the format of the Reason header

 If a mobile app hasn't been registered with the PBX within a week, clear the push
information

» Fix an issue in which if the client register to PBX over TCP/TLS/WSS, the call
would be hung up after 9-10 minutes

» Fixed a bug if the yealink phone performs an attended transfer, the call will not be



hangup
» Fix a bug when send massive mobile push notifications cause PBX crashed

Changes for Release v12.6.4

The following changes are included in this release:

* When the PBX detects that the WSS/TLS/TCP client connection is down, then
clean the established calls

» Fix a bug where there is no voice when a call is transferred to a mobile app that
has enabled push notifications

» Fix a bug in the BYE message where the reason header format is wrong

Changes for Release v12.6.3

The following changes are included in this release:

« SSv2, v3, TLS 1.0, 1.1 have been disabled

» For the blind transfer and picked ringing call, combine the CDR and recording file
into a single record

« Add a custom option "no_external_recording" to stop call recording when a call
is made between two external numbers.

« Add a custom option called "www-authentication" that allows the PBX to use the
www-authentication mechanism

» The call hold status is no longer displayed on the Web Portal

» For Android, fix the crash bug with push notifications

* In the HA deployment, fix the bug where the WebRTC client has no voice

* The WebSocket Interface (WSI) now allows a subscriber to subscribe from multiple
locations

« When a queue/group member receives a call from a ring group/queue, add the
queue number/group number to the Remote-Party-ID and P-Asserted-Identity
headers

« Enhance High Availability, voice will no longer be interrupted if the master server is
unavailable

» The recording files will be deleted after 180 days by default

 Fix the bug the caller will no longer hear the MOH if the callee repeats hold/unhold
the call a few times



» Fix the bug of Japilcomm_message/update and /api/comm_message/list
 Fix the bug that for long time running, the PBX stopped to send the email
notification

Changes for Release v12.6.2

The following changes are included in this release:

» Support capture the SIP message and analyze it for troubleshooting on the Web
Ul with PortSIP Trace Server

» Force the extension and tenant use the strong password

* When an admin/tenant/extension changes his password, must enter the current
password.

« Add the queue_member_state message event of topic QUEUE_EVENTS for the
WebSocket Publisher, when an agent of the call queue changed his state to ready/
not-ready by REST API or dial code, this event will be pushed.

» Password settings in the Web Portal have been moved to a menu that appears
when you click on the avatar.

* Remove the log file path from the log file list view

» Allow users to set a wildcard * for the "Exceptions" of extension forwarding rules,
allowing them to designate a break time during business hours

» Fix the BASIC authorization bug for CDR events and Extension events

 Fix the crash bug that occurs when two extensions set forward calls to each other
when one of them is busy

 Fix the bug if caller make call to extension from PSTN, and caller hold the call, the
MOH is not affected

« Set the minimize of registration time to 300 seconds

* Add the parameter "member_number" of REST API "api/call_queues/
member_state/update" to instead of the parameter extension_id

» Improve the WebRTC client and Windows client App

Changes for Release v12.6.1
The following changes are included in this release:

* Removed the built-in backup/restore features, suggest use the VM snapshot to
backup. Or user can simply backup the data directory:



a. Windows: by default it's

c:/programdata/portsip

b. Linux: by default it's

/var/lib/portsip

» Support store the recording and log files to the AWS S3.

» Support the Privacy header, if the UA makes call with the Privacy header, the PBX
will forward this header to the callee.

* When there have the call reached agent of the ring group/queue, the event will be
published to the WebSocket Publish subscriber.

* Provide a custom option allows includes the recording file ID in the CDR event
JSON payload.

« The REST API for list the CDR, call recording, black list is changed.

» Fixed a crash bug if works with the MicroSIP App for presence.

Chapter 1. Getting Started with PortSIP® PBX

This guide is designed to assist administrators deploying PortSIP products in a Windows or
Linux environment, and explain a number of deployment modes, architectures, and limitations
of the solution.

1.1 What is PortSIP PBX

PortSIP PBX (also known as PortPBX, PortSIP UC Server) is a software-based Unified
Communications system for Windows and Linux that works with SIP standard-based IP
Phones, Softphones, SIP Trunks and VolP Gateways to provide a complete PBX solution —
without the inflated cost and management headaches of an "antiquated" PBX. The SIP PBX
supports not only all traditional PBX features, but also includes many new mobility and
productivity features.

Calls are sent as data packets over the computer data network instead of the traditional phone
network. Phones share the network with computers so no separate phone wiring is required.
With the use of a VolP Provider, SIP Trunk, you can connect existing phone lines to the
PortSIP PBX to make and receive phone calls via a regular PSTN line. You can also use a



VolP Provider, which removes the requirement for a gateway. PortSIP PBX interoperates with
standard SIP softphones, IP phones or smartphones, and provides internal call switching.

1.2 Before Started

Prerequisite knowledge for Linux

Deploying PortSIP PBX in a Linux environment requires planning and knowledge of session
initiation protocol (SIP) audio, video call and presence, Instant Messaging (IM) administration.
You should also have knowledge of the following Linux infrastructures:

A popular Linux distribution:

« CentOS 7.9 (64-bit)

» Debian 10.x (64-bit)

« Ubuntu 18.04 or 20.04 (64-bit)
» Docker 20.10 or higher

« IPv4/IPv6

« Systemd

+ |IP tables

» Firewalld

« UFW

This document assumes that the Linux OS is already deployed and administrators of PortSIP
PBX have been allocated with the root permission to Linux.

Prerequisite knowledge for Windows

Deploying PortSIP PBX in a Windows environment requires planning and knowledge of
session initiation protocol (SIP) audio, video call and presence, Instant Messaging (IM)
administration. You should also have knowledge of the following Windows infrastructures:

A Windows desktop or Windows server OS:

Windows 10 (64-bit)

* Windows Server 2012 R2

* Windows Server 2016 R2 or higher
IPv4/IPv6



* Windows firewall

This document assumes that the Windows OS is already deployed and administrators of
PortSIP PBX have been allocated with the administrator permission to Windows.

Cloud and Virtualization Environment Supported

To build high-availability communication solution to help clients reducing cost and improving
communication performance, PortSIP PBX commits support on cloud services and have
confirmed compatibility with following cloud and virtualized environment:

* VMware ESX 5.X and above.

* Linux HyperV

» Microsoft HyperV 20012 R2 and above
» Microsoft AZURE

* Amazon AWS

» Google Could

* Digital Ocean

« UCloud

System performance depends on following key factors:

« Maximum simultaneous calls needed for PBX

» Maximum online users needed for PBX

» Recordings for calls

» Recording audio only or both of audio and video

« Maximum online users for audio/video conferences on PBX
* Maximum IVRs (Virtual Receptionist) on PBX

« Maximum Call Queues on PBX

* Maximum Ring Groups on PBX

Depending on the key features listed above, PortSIP PBX is able to run on PCs and servers
with various CPUs ranging from Intel i3 CPUs to Inter Xeon.

Other Requirements

 Latest Firefox, Google Chrome, Edge browser
* Microsoft .NET Framework version 4.5 or higher



Knowledge of Linux and Linux Internet administration

Knowledge of Windows and Windows Internet administration

A constant Internet connection to stun4.l.google.com on port 19302
» Ensure server date time is synced correctly.

FQDN Support

Although PortSIP PBX is designed to be able to run on servers without FQDN specified, we
recommend to specify FQGN with following advantages:

» Easier access to Web Portal for PortSIP PBX

» Easier management of IP phones and clients after IP address change for PBX
» Convenient access to HTTPS when accessing Web Portal

» Avoid browser warning when access the WebRTC Client

The FQDN you are using must be able to be resolved correctly into the server with PortSIP
PBX installed in LAN. If PortSIP PBX is installed on public network, FQDN must be resolved
correctly into the public network address for server with PBX installed.

1.3 Getting Help and Support Resources

Official PortSIP Support Community
PortSIP Knowledge Base

Submit a request

Email support

Chapter 2. Installation of PortSIP® PBX

This chapter provides the instructions for installing the PortSIP PBX on Windows and Linux.

2.1 Downloading PortSIP PBX

The latest free edition of PortSIP PBX could always be found and downloaded at PortSIP
Website. It's available for both 64-bit Windows and Linux, but not for 32-bit version.

The free edition of PortSIP PBX offers a maximum of 3 simultaneous calls and 10 extension
registrations. If you require more simultaneous calls/extensions, please refer to [License
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Section](#11.10 License) for more details.

You will get the installer after download completed.

2.2 Installing PortSIP PBX on Linux

PortSIP PBX Linux edition is migrated to docker environment, which does not support RPM
and Deb installer.

The OS required:

+ CentO0S: 7.9

* Ubuntu: 18.04, 20.04

* Debian: 10.x

* Only supports 64bit OS

Important

From v12.6.1, the PortSIP PBX requires running with the above Linux OS versions. If there
already installed the PortSIP PBX which less than v12.6.1, and wish to upgrade to v12.6.1 or a
later version, must upgrade the Linux OS to the above version before upgrade the PortSIP
PBX.

Preparing the Linux Host Machine for Installation

Tasks that MUST be completed before installing PortSIP PBX:

« If the Linux on which PBX will be installed is located in LAN, assign a static LAN IP
address; if it's in public network, please assign static IP address for public network

+ Install all available updates & service packs before installing PortSIP PBX

* Do not install VPN software on your PortSIP PBX Server

* Do not install PostgreSQL on your PortSIP PBX Server

» Ensure that all power saving options for your System and Network adapters are
disabled (by setting the system to High Performance)

* Do not install TeamViewer, VPN and other similar software on the host machine

» PortSIP PBX must not be installed on a host which is a DNS or DHCP server

* Below ports must be permitted by your firewall.
UDP: 45000- 65000, 25000- 35000



TCP: 8899- 8900, 8887-8888. 8881-8885

» Make sure that below ports have not been used by other programs:
UDP: 45000- 65000, 25000- 35000
TCP: 8899- 8900, 8887-8888. 8881-8885
IMPORTANT: If you running the PBX on the cloud platform such as AWS, and the
cloud platform has the firewall itself, you MUST open the ports on the cloud
platform firewall too.

Installing a fresh PortSIP PBX v12.x for Linux

To install the PortSIP PBX for Linux, please refer to: Setup PortSIP PBX for Linux

Configuring Linux Firewall Rules

After having successfully installed PortSIP PBX, the PortSIP PBX ports has been opened with
Linux firewall.

If your server has a firewall which is blocking the ports, you must open the below ports in order
to make the PortSIP PBX working properly.

« UDP ports: 45000- 65000, 25000- 35000. These ports are used for the RTP
sessions.

« TCP: 8899- 8900, 8887-8888. 8881-8885. These ports are used for the Server
control and WebRTC client.

« UDP: 5060. This is the default UDP transport for SIP communications (to send and
receive SIP signaling).

» TCP: 5065. This is the default WSS transport for SIP communications in browser
(to send and receive SIP signaling).

You also need to open the port that you are using for adding new transport:

« Assume you have added a TLS transport on port 5063, you must open TCP port
5063 in your Linux firewall and

* Assume you have added a TCP transport on port 5061, you must open TCP port
5061 in your Linux firewall

» Assume you have added a UDP transport on port 5068, you must open UDP port
5068 in your Linux firewall

IMPORTANT: If you running the PBX on the cloud platform such as AWS, and the cloud


https://support.portsip.com/knowledge-base/setup-portsip-pbx-linux

platform has the firewall itself, you MUST open the ports on the cloud platform firewall too.

2.3 Installing PortSIP PBX on Windows

Preparing the Windows Host Machine for Installation
Tasks that MUST be completed before installing PortSIP PBX.

« If the Windows PC / server on which PBX will be installed is located in LAN, assign
a static LAN IP address; if it's in public network, assign a static IP address for
public network.

« Install all available Windows updates & service packs before installing PortSIP
PBX. The reboot after installing Windows updates may reveal additional updates.
Pay particular attention to install all updates for Microsoft .Net before running the
PortSIP PBX installation.

 Anti-virus Software should not scan the following directories to avoid complications
and write access delays: C:\Program Files\PortSIP; C:\Programdata\PortSIP

* Do not install VPN, TeamViewer software on your PortSIP PBX Server

* Do not install PostgreSQL on your PortSIP PBX Server

* Ensure the “Windows Firewall” service has been started.

» Ensure that all power saving options for your System and Network adapters are
disabled (by setting the system to High Performance).

 Disable Bluetooth adapters if it is a Windows client PC.

« PortSIP PBX must not be installed on a host which is a DNS or DHCP server, or
that has MS SharePoint or Exchange services installed.

» Below ports must be permitted by your firewall:

UDP: 45000- 65000, 25000- 35000
TCP: 8899- 8900, 8887-8888. 8881-8885

» Make sure that below ports have not been used by other programs:
UDP: 45000- 65000, 25000- 35000
TCP: 8899- 8900, 8887-8888. 8881-8885

» Ensure your Windows Firewall is enabled

IMPORTANT: If you running the PBX on the cloud platform such as AWS, and the cloud
platform has the firewall itself, you MUST open the ports on the cloud platform firewall too.



Installing a fresh PortSIP PBX v12.x for Windows

To install PortSIP PBX, you only need to double-click the installer, which will guide you through
the installation process.

PortSIP PBX services will automatically start after successful installation (and there after every
time your computer starts up).

Important: during installation, when you choose the folders for the PBX, below two

folders must not same!!

& PortSIP PBX Setup — X

N Choose a file location

To install in this folder, click "Next". To install to a different folder, enter it below or click "Browse".

C:\Program Files\PortSIP\ Browse...

To install user data in this folder, dick "Next". To install to a different folder, enter it below or dick

"Browse".

C:\ProgramData\PortSIP} Browse. ..
Total space required on drive: 692 MB

Space available on drive: 24 GB

Remaining free space on drive: 23 GB

Configuring Windows Firewall Rules

After having successfully installed PortSIP PBX, the PortSIP PBX ports has been opened with



Linux firewall.
If your server has a firewall which is blocking the ports, you must open the below ports in order
to make the PortSIP PBX working properly.

« UDP ports: 45000- 65000, 25000- 35000. These ports are used for the RTP
sessions.

- TCP: 8899- 8900, 8887-8888. 8881-8885. These ports are used for the Server
control and WebRTC client.

« UDP: 5060. This is the default UDP transport for SIP communications (to send and
receive SIP signaling).

» TCP: 5065. This is the default WSS transport for SIP communications in browser
(to send and receive SIP signaling).

You also need to open the port that you are using for adding new transport:

« Assume you have added a TLS transport on port 5063, you must open TCP port
5063 in your Linux firewall and

» Assume you have added a TCP transport on port 5061, you must open TCP port
5061 in your Linux firewall

» Assume you have added a UDP transport on port 5068, you must open UDP port
5068 in your Linux firewall

IMPORTANT: If you running the PBX on the cloud platform such as AWS, and the cloud
platform has the firewall itself, you MUST open the ports on the cloud platform firewall too.

2.4 Upgrade the PortSIP PBX

Please follow this link to upgrade the PortSIP PBX: Upgrade PortSIP PBX

2.6 Avoiding HTTPS Certificate Security Warnings

PortSIP PBX listens on 8888 port for providing HTTP portal to access the PBX Web Portal.
Assume your server IP is 172.217.14.16, you should open this URL: http://172.217.14.16:8888
by your browser. Note: Chrome and Firefox is recommended, please don’t use IE.

PortSIP PBX listens on 8887 port for providing HTTPS portal to access the PBX Web Portal.

Assume your server IP is 172.217.14.16, you should open this URL:


https://support.portsip.com/knowledge-base/upgrade-portsip-pbx
http://172.217.14.16:8888/

https://172.217.14.16:8887 by your browser. Note: Chrome and Firefox is recommended.

Please do not use |E.

For HTTPS portal default usage of the self-signed SSL certificate will cause the browser
popups SSL certificate security warning.

To avoid SSL certificate warning, you will need to purchase a Signed Certificate (which is an
authorized certificate issued by trustworthy certificate authority) to replace the self-signed one.

To do this, please:

* Resolve your PBX web domain (for example mypbx.com, if you don't have the
domain you can purchase it from domain provider, such as Godaddy) to the PBX
IP in case is 172.217.14.16.

» Go to Thawte or Versign or other certificate providers to purchase a SSL certificate
for your PBX Web Domain(in case is mypbx.com). Save the private key as
portsip.key

 After you have obtained the SSL certificate, rename the certificate to portsip.crt

Now place the portsip.crt and portsip.key files in a folder we will use it later.

Note: You may also obtain SSL certificate from Let’s Encrypt for free.

Chapter 3. Architecture and deployment of
PortSIP® PBX

PortSIP PBX consists of various components, including Call Manager, Media Server, REST
API Gateway, File Server, WebRTC Gateway, Database, Call Queue, Conference, Voicemail,
MOH, Auto Attendant, Instant Messaging, and Presence Server. Below is a high level

architectural diagram about how it works.
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PortSIP PBX could be deployed in wide range of scenarios. It is supported in LAN and
Internet, as well as popular cloud platforms, such as AZURE, AWS, Digital Ocean and Google
Cloud, UCloud, Tencent Cloud, Alibba Cloud.

After successful installation of PortSIP PBX with setup wizard, all you need is a few clicks to
make it running.

Running the PortSIP PBX Configuration Wizard

The PortSIP PBX configuration wizard will guide you through a number of essential tasks to
get your system up and running.

PortSIP PBX listens on 8888 port for providing HTTP portal to access the PBX Web Portal,
and listens on 8887 port for providing HTTPS portal. More details please read the [2.6
section](#2.6 Avoid HTTPS Certificate Security Warnings).

* Access the PBX Web Portal by visiting http://172.217.14.16:8888 or
http://mypbx.com:8888 if you resolved your PBX web domain to PBX IP.

* Enter the Username and Password (defaulted as "admin” for both) and click the
“Sign in” button. Note that both the Username and Password are case sensitive.
The “Setup Wizard” will be displayed which will guide you through the initial


http://172.217.14.16:8888/
http://mypbx.com:8888/

configuration step by step

You may change the default Username and Password for "admin" by navigating to "Profile" >
"General" in PortSIP PBX Web Portal.

3.1 Deploying PortSIP PBX in LAN

Assuming that PortSIP PBX is deployed in LAN with Internet connection, the server/PC has
installed the PBX and the private IP is 192.168.0.16. As the PBX is connected to SIP trunk or
VolIP provider, users can not only make & receive calls in LAN, but also make & receive
external calls with PSTN number and mobile users via services provided by pre-configured SIP
trunk or VolIP providers.

1 Configure Configure Configure Configure Configure
Network Environme SIP Domain Transport protocol Certificate Mail Server
Web Domain:
mypbx.com
Private IPv4:
102.168.0.16|
Public IPv4:
Private IPv6:
Public IPv6:
Next
Step 1:

If you want to use the HTTPS with PortSIP PBX Web Portal and WebRTC client,, you must
set up the "Web Domain" here, and prepare a SSL certificate for this "Web Domain" since the
browser is requires a trusted certificates otherwise it will block the HTTPS and WebRTC
Client. In case we use the mypbx.com. You will also need resolve your Web domain
mypbx.comto your PBX server IP.

Enter the Public IPv4 if you have a static public IP of your LAN. Do not enter the Public IPv4 if


http://mypbx.com/
http://mypbx.com/

your public IP is dynamic.

Note: the loopback interface (127.0.0.1) is unacceptable. Only the static IP for LAN where
the PBX is located is allowed (do not use DHCP dynamic IP). This private IP must be
reachable by your SIP client.

The IP address entered here is the SIP server IP address for PBX. It is required when a SIP
client or SIP IP phone registers to PortSIP PBX should be configured as the "Outbound Proxy
Server".

Configure Configure Configure

@ 2 Configure
Network Environment SIP Domain Transport protocol Mail Server

SIP Domain:

portsip.io

Previous Next

Step 2:

You will now need to enter your SIP domain here. The SIP domain is usually a FQDN (Full
Qualified Domain Name). You could use IP address instead if you don’t have an FQDN. The
SIP domain does not have to be resolvable, it's used for PBX authentication purpose only.

After setting up the SIP domain (in this case it is portsip.io), the extension SIP URI will be
sip:xxx@portsip.io. For example, the extension 101 SIP address would be: sip:101@portsip.io.
If you don't want to use domain here, enter the private IP (for example: 192.168.0.16) of the
Server which has installed the PortSIP PBX instead of the domain (FQDN). In this case the
extension 101 SIP address would be: sip:101@192.168.0.16.



http://portsip.io/
mailto:sip:xxx@portsip.io
mailto:sip:101@portsip.io
mailto:sip:101@192.168.0.16

Configure Configure 3 Configure Configure

Network Environment SIP Domain Transport protocol Mail Server

Transport protocol:

ubp

Port:
5060

Previous Next

Step 3:

You can set transport layer protocol for the SIP signaling here, with the default transport UDP

on port 5060.
Note: You can add more transports in PortSIP PBX Web Portal after this Wizard.

@ Configure @ Configure @ Configure 4 Configure Configure
Network Environme SIP Domain Transport protocol Certificate Mail Server

Upload SSL certificates

In order to use the HTTPS/TLS/WebRTC feature,you must set the “Web Domain” in the first step, and upload the SSL certificates here.

By default the PortSIP PBX use self-signed certifiate,it will causes browser warning,you can purchase the certificate from a SSL certificate provider f
or the "Web domain" to avoid the warning.

You will also need to resolve your PBX server IP to the "Web domain".

Protocol:
Port:
5065

Certificate:

Private key:

‘ Previous ‘ Next

Step 4:

If you want to use the HTTPS with PortSIP PBX Web Portal and WebRTC client, you must



upload the SSL certificates file here for WSS transport, by default the PBX listens 5065 port
for WSS transport which communicates with the WebRTC client.

Note: You can use the self-signed certificates here but it will cause browser pop ups the
warning when you open the WebRTC client, you can purchase a trusted certificate to avoid the
browser blocking and warning. More details please read the [2.6 section](#2.6 Avoid HTTPS
Certificate Security Warnings).

Step 5:

Setup mail server. You may set up the SMTP mail server in this step for receiving notifications,
voicemails, conference invitations and CDR downloads. You can use your SMTP server or
Gmail SMTP server.

Note: This step is not mandatory. You may choose to setup SMTP server whenever necessary.

By clicking the “Apply” button, you have now completed the initial configuration of PortSIP
PBX. You will be redirected to Web Portal.

Step 6

After successfully completed the setup wizard, you have to restart the PortSIP PBX in order to
make the SSL certificates work.

Linux:

sudo docker exec -it portsip-pbx /bin/bash
supervisorctl stop nginx
supervisorctl stop gateway

supervisorctl start nginx

LR

supervisorctl start gateway

Windows:
Restart the Windows Server directly.
After restarted, you can sign in PortSIP PBX Web Portal by URL https://mypbx.com:8887

If you don't use trusted certificate files for the WSS transport, you will get the browser warning
and blocked when you use WebRTC client.


https://mypbx.com:8887/

Please refer to [2.6 Avoid HTTPS Certificate Security Warnings](#2.6 Avoid HTTPS Certificate
Security Warnings) to learn how to avoid the browser warning and blocking.

3.2 Deploying PortSIP PBX in the cloud

PortSIP PBX can be deployed on popular cloud platforms such as AWS, GCE, AZURE, Digital
Ocean.

In this section we will use the AWS as an example, as the other cloud platforms are quite
similar to the way how AWS works.

When PortSIP PBX is deployed on AWS, user can make or answer calls through PortSIP PBX
with other users through Internet, and make or answer external calls via SIP trunk or VoIlP
provider.

Please refer to Creating an AWS account if you do not have an AWS account, and you will
need to launch an EC2 instance for installing the PortSIP PBX.

Allocate New Address Actions ¥

[ ] Elastic IP « | |nstance - | Private IP Address
B 54183120146 i-5290b492 (Windows PUCS) 172.31.16.207
Step 1:

On the left bar of AWS EC2 Web Portal, choose “Elastic IPs”. As you see the “Elastic IP”,
please write it down for future use. If the “Elastic IPs” does not exist, click “Allocate New
Address”, and associate the Elastic IP to your instance.


https://aws.amazon.com/premiumsupport/knowledge-center/create-and-activate-aws-account/

1 Configure Configure

Network Environment SIP Domain

Web Domain:

mypbx.com

Private IPv4:

Configure

Transport protocol

Configure

Mail Server

| 172.31.16.207

Public IPv4:

| 54.183.120.146

Private IPv6:

Public IPv6:

Next

Step 2:

In the Configuration Wizard of PortSIP PBX, enter the private IP of AWS EC2 as "Private

IPv4", and enter the “Elastic IP” of AWS EC2 as "Public IPv4".

Now remaining steps are same to the "[3.1 Deploy PortSIP PBX in LAN](#3.1 Deploy PortSIP

PBXin LAN)"

3.3 Deploying PortSIP PBX in other scenarios

If you would like to deploy PortSIP PBX in other scenarios which are not mentioned above, you
will need to get the server IP address (public IP and private IP) and enter in the PBX setup

wizard and follow the Configuration Wizard for deployment.

Note: if the server only has public IP but no private IP, please enter the public IP for both

Private IPv4 and Public IPv4.




Chapter 4. PBX Overview

4.1 Summary
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In this page we can have an overview of the PBX statistics:

* Version

+ Uptime

« Events

« Extensions

« Tenants

 Active Calls

« CPU and memory usage

 Call statistics for the past 24 hours

4.2 Services Status
services

You may navigate to “Home > Service Status” menu in the PortSIP PBX System Web Portal
to quickly view if all PortSIP PBX system services are working correctly.



4.3 Network

This section provides an overview of the general network configurations of PBX, including DNS
Server, PBX IP, SIP domain, transports. These settings are useful for SIP clients to register to
PBX.

4.4 System extensions

PortSIP PBX defines services such as Virtual Receptionist (auto attendant), Conferencing,
Ring Group, Call Queue, voicemail and Music on Hold as system extensions, which could be
used by PBX only. To check if the system services are correctly registered to PBX, please go
to “Home > System Extensions” menu in the PortSIP PBX System Web Portal.

Chapter 5. Call Manager

After completing the Configuration Wizard, you may manage PortSIP PBX in the Web Portal.

5.1 Domain and Transport

The SIP domain is used during client registration and calling, and it should match the domain
part of your own SIP address on your phone - i.e. if other people are going to call your phone,
they must use that domain name as part of the SIP address they use to reach you. The
domain can be a FQDN or the IP address, for example “portsip.io” or “192.168.0.16".

The SIP domain is configured within “Setup Wizard” when you sign into Web Portal for the first
time. To modify a SIP domain, go to “Call Manager > Domain and Transport”, and click “Edit”
button to enter new SIP domain and save.


http://portsip.io/

SIP Domain

portsip.io
Edit
Transports
Add Refresh
Protocol Port Status
UDP 5060 :
WSS 5065 E

PortSIP PBX supports a wide range of transports, including UDP, TCP, TLS, WSS (WebSocket
Security) for SIP message. You need to configure the transport, and set the ports to use when

listening for SIP messages.

The default transport has been configured with “Setup Wizard”. To make changes, you need
to select the “Call Manager > Domain and Transport” menu, and click “Add” button in
“Transports” section. The domain must be added before you add a new transport.

Note: only administrator are allowed to create or delete SIP transport. When deleting, at least

one transport must be left around.

Add UDP/TCP/WS transport
To add UDP/TCP/WS transport:

+ Click the “Add” button, choose the UDP/TCP/WS in “Transport protocol” box.



The default Transport Port for UDP/TCP/WS is 5060/5063/5062. You may specify
another port as you like, but the port must not be in use by other applications
 Click the “Apply” button to add the transport

Add TLS/WSS transport

In order to use the WebRTC Client, we must add the TLS/WSS transport with self-signed
certificate.

If you already uploaded the SSL certificate files in the step 4 of "Section 3.1", then the WSS
transport is already added.

First of all, prepare the certificate files.

* You have to generate the certificate files by yourself if you have not purchased
trusted certificates from a trusted third-party certificate provider(for example,
versign, thawte, digicert). Please download the certificate file tool from PortSIP
website (or run PortCertMaker.exe in the installation path of PBX), enter your
"PBX Web domain" which you entered in the step 1 of "Setup Wizard". Once
clicked “Generate” button, certificate files will be generated automatically.

» The certificates include three files (assume your "Web Domain" is mypbx.com):
domain_key mypbx.com.pem
domain_cert_mypbx.com.pem
root_cert_mypbx.com.pem

* Rename domain_key_mypbx.com.pem to portsip.key, rename
domain_cert_mypbx.com.pem to portsip.crt

You can also follow below steps if you would like to purchase certificate files from a trusted
third-party provider (assume purchased certificate for mypbx.com):

» Generate the CSR file and private key file according to provider’s guide, and keep
the files. If you have set the password when generating the private key file,
remember it for future use;

o Rename the private key file as portsip.key

o Submit the CRS file to provider, and download the certificate files after
your certificates approved. This step will end up with two files:
Intermediate CA certificate and SSL certificate

o Use a plain text editor for example Windows Notepad (do not use MS


https://www.portsip.com/downloads/apps/PortCertMaker.exe
https://www.portsip.com/downloads/apps/PortCertMaker.exe
http://mypbx.com/
http://mypbx.com/

Word) to open the Intermediate CA file and SSL certificate file, copy
the Intermediate CA contents to append to the SSL certificate file, and
rename SSL certificate file as portsip.crt.

* Click “Add” button and choose the TLS or WSS in “Transport protocol” box. The
default Transport Port for TLS/WSS 5063/5065. You may specify another port as
you like, but the port must not be in use by other applications

 Click the Upload button to choose the certificate files that you have generated for
uploading, “portsip.crt” for the “Certificate file”, “portsip.key” for the “Private
key file”.

» Click the “Apply” button to add the transport

Important: after added TLS/WSS transport, please perform below commands to
restart server.

Linux:

sudo docker exec -it portsip-pbx /bin/bash
supervisorctl stop nginx
supervisorctl stop gateway

supervisorctl start nginx

LR

supervisorctl start gateway

Windows:
Restart the Windows Server directly.
After restarted, you can sign in P